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down to the codebook values; and, finally, recover the 
meanings in plaintext Japanese of the underlying code-
book values, which would allow messages to be read, 
at least in part. A second version of this system, known 
to US Navy cryptanalysts as JN-25b, was introduced 
on December 1, 1940. Six months later, the Japanese 
Navy replaced the additive book. The additive book 
was replaced in August and again on 4 December 1941, 
three days before the Japanese attack on American 
bases in Hawaii. These rapid changes in the codebook 
and its additive required that US cryptanalysts begin 
again with each change — virtually at the beginning 
— to attack the system. It is estimated that prior to 
the change of the additive book in August 1941, the 
cryptanalysts had recovered only 2,000 code groups in 
JN-25 — about 4% of the codebook — and these were 
mostly numerals and stereotyped phrases.”10

US Navy cryptanalytic efforts were complicated 
by the scarcity of cryptanalysts and Japanese transla-
tors. The IJN prior to and during World War II devel-
oped a form of Morse code which used a syllabary 
of seventy-three kana, each with one or two suffixes 
that might alter its meaning.”11 As explained by two 
Australian professors of mathematics and statistics,

“The methods used in the code breaking behind the 
successes of Allied Pacific Signals Intelligence are quite 
different to those used against encryption machine 
ciphers such as the [Nazi’s] Enigma.

The reason is that the main cipher systems used by 
both the… IJA and the… IJN were based on code books 
rather than a machine.”12

Much of insight gained from radio intelligence 
before the decryption of JN-25 came from the exter-
nals of a transmitted message. Each radio intercept 
station could get a bearing of a transmission. By 
comparing two or more station’s bearings allowed 
calculation of a transmitter’s geographic position. 
If bearings changed the transmitter was from a 
ship or aircraft and its direction and speed could be 
calculated. As many messages were transmitted at 
high frequencies, the US Navy developed by 1940 a 
network of sixteen High-Frequency Direction Finding 
(HFDF – “huff-duff”) stations covering the Atlantic 
and Pacific Oceans.13

10. “JN-25,” NSA.
11. Prados, p 9. “Katakana and hiragana are both syllabic forms of 
writing developed in the ninth century to simplify written Japanese….”
12. Peter Donovan & John Mack. Code Breaking in the Pacific. Switzer-
land: Springer International Publishing, 2014. Preface.
13. Prados, p 75.

Attacking JN-25
On December 10, 1941 the Navy Department gave 

Hypo permission to attack the Japanese “five-digit, 
two-part, enciphered, widely used strategic code,” 
JN-25.14 In early 1942, Commander Joseph Rochefort, 
the commander of Station Hypo, and his staff began 
to make progress, but painfully slowly.15 In early 
January 1942 the initial breaks were made by Station 
Cast, OP-20-G in Washington, and soon thereafter 
by the British Far Eastern Combined Bureau (FECB), 
an outpost of Britain’s Government Code and Cipher 
School at Bletchley Park. “By the end of January… we 
were obtaining significant bits of information in more 
and more messages.” By February “… bits of opera-
tional intelligence we did… succeed in pulling out of 
JN-25 sometimes were verifiable, as in the case when 
we could put a submarine on the track of the carrier 
Kaga, which was returning to Japan for repairs after 
hitting a shoal off Malay.”16

By March, the US had cracked part of JN-25. 
However, it could intercept only about 60 percent of 
transmissions and by May had the resources to ana-
lyze only about 40 percent of intercepted messages. 
Even then, code breakers typically could read only 10 
to 15 percent of the code groups in a message. Navy 
radio intelligence traffic analysts primarily used direc-
tion-finding and message externals to learn about 
order of battle and disposition of forces and where 
ships were heading.17

14. Biard. “Joining the Dungeon.”
15. https://stationhypo.com/2020/03/05/march-5-1942-station-hypo​
-started-reading-japanese-jn-25-2/#more-11789.
16. CAPT Biard. “Doolittle Raid and the Battle of Coral Sea,” https://​
stationhypo.com/2016/12/26/capt-biard-doolittle-raid-and-the-battle-of​
-coral-sea-part-3-of-4/#more-3057.
17. “Battle of Coral Sea – What was the ‘RZP’ Campaign?” https://​
stationhypo.com/2017/04/17/part-1-of-5-battle-of-coral-sea-what-was-the​
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A notable cryptanalytic breakthrough occurred 
as early as January 18, 1942. Enough of the code groups 
in three intercepts allowed for partial translation 
that Rochefort, a Japanese linguist, translated as 
“koryaku butai,” – “assault landing force.” Preceding 
the code group was the letter “R.” Rochefort believed, 
and Nimitz’ intelligence officer, Commander Edwin 
Layton agreed, that the “R’ was Rabaul. Rochefort 
deduced that the “assault landing force” was going 
to head south from Truk and attack Rabaul on the 
island of New Britain.18 Nimitz saw an opportunity 
with the IJN committed south and in February and 
March 1942 launched carrier air raids from the USS 
Enterprise and USS Yorktown on the Marshall Islands, 
Wake, and Marcus Island. The surprise raid on Marcus 
Island alarmed the Japanese, being only 1,148 miles 
from Tokyo, and led to an increase in radio traffic that 
was beneficial for Allied codebreakers.19

Battle of the Coral Sea (April-May 1942)
Intercepts by Stations Cast and Hypo on March 

25 and April 8 referenced an “RZP campaign,” which 
no one had heard of. It was known that the Japanese 
used geographic designations that started with “R” for 
Australian, Papua New Guinea, and the Solomons.20 
Another intercept indicated that the IJN carrier Kaga 
would participate in the campaign. Other messages 
indicated possible participation by the light carrier 
Shoho and the two large fleet carriers, Shokaku and 
Zuikaku. This revelation came from traffic analysis and 
still involved some guesswork.21 Intercepts indicated 
that the three carriers, currently in home waters off 
Yokosuka, had significantly increased communica-
tions with Japanese positions in Truk and Rabaul. 
Though message content never revealed such, Hypo’s 
traffic analysts concluded that the only possible reason 
for such communication was an impending offensive 
in the southwest Pacific.22

-rzp-campaign/#more-4865. Also Philip H. Jacobsen. “Foreknowledge 
of Pearl Harbor? No!: The Story of the US Navy’s Efforts on JN-25B,” 
Cryptologia, Vol. 27, No. 3, 2003. p 203. https://stationhypo.com/2019​
/02/14/traffic-analysis-part-3-of-4/#more-10480. https://stationhypo.com​
/2019/02/15/traffic-analysis-part-4-of-4/#more-10482.
18. “Tracking the Imperial Japanese Navy,” https://stationhypo.com​
/2017/06/02/path-to-midway-tracking-the-imperial-japanese-navy-part-3-
of-5/. Australian forces on New Britain were defeated by early February
1942.
19. Prados, p 284-5.
20. https://stationhypo.com/2016/05/27/path-to-midway-tactical-loss​
-strategic-victory/. https://stationhypo.com/2017/04/17/part-1-of-5-battle​
-of-coral-sea-what-was-the-rzp-campaign/.
21. “You’d have to guess the gaps,” CDR Rochefort later told the au-
thor Walter Lord. https://stationhypo.com/2017/04/20/part-4-of-5-battle​
-of-coral-sea-guess-the-gaps/.
22. https://stationhypo.com/2016/05/27/path-to-midway-tactical-loss​
-strategic-victory/#more-228.

On April 18, the Doolittle raid, launched from 
the USS Hornet, accompanied by the USS Enterprise, 
bombed five Japanese cities, including Tokyo. The 
psychological effect was far greater than the bomb 
damage. One consequence was a “... greatly increased 
volume of [Japanese radio] traffic, much of it from 
units normally sending few dispatches, which pro-
vided Navy radio intelligence a line-up of Japanese 
fleet organization far superior to anything worked 
out previously.”23

On April 24 and 29, intercepts revealed the Japa-
nese target to be “MO.” CDR Rochefort and his ana-
lysts, joined by their colleagues at FRUMEL,24 early on 
had pinpointed Port Moresby as the primary objective 
of the RZP operation. At the end of April, Hypo crypt-
analysts translated Yamamoto’s Operation Order No. 
1, which validated their previous estimates.25

As a result of COMINT “Nimitz was able to get 
Carrier Task Forces 16 and 17 under VADM “Bull” 
Halsey, with carriers Lexington and Yorktown on the 
scene in time...”26 Yorktown had on-board a tactical 
radio intelligence unit. But hearability was spotty.27

On May 7 IJN aircraft sank the fleet oiler USS 
Neosho and destroyer USS Sims. In a counterattack US 
Navy aircraft sank the light carrier Shoho. The next day 
each opposing force located the other and launched 
all-out strikes. About evenly matched, both sides 
handed out heavy blows, the Japanese sinking the 
Lexington and damaging the Yorktown. US Navy aircraft 
badly damaged the Shokaku and severely depleted the 
Zuikaku’s aircraft strength. The encounter forced the 
IJN to withdraw from the Coral Sea. The battle fore-
stalled the Japanese invasion of Port Moresby. Com-
munication Intelligence had proven itself.28

23. Biard, https://stationhypo.com/2016/12/26/capt-biard-doolittle-raid​
-and-the-battle-of-coral-sea-part-3-of-4/#more-3057, Prados, p 155. For a 
history of the Doolittle Raid see Peter C. Oleson. “The Doolittle Raid,”
When Intelligence Made a Difference, The Intelligencer, Vol. 26, No. 1., 
2020.
24. FRUMEL – Fleet Radio Unit Melbourne was the reconstituted Sta-
tion Cast after its evacuation from Corregidor. FRUMEL was integrated 
with the Australians and British SIGINT units.
25. https://stationhypo.com/2017/04/18/part-2-of-5-battle-of-coral-sea​
-what-did-mo-designate/#more-4881, https://stationhypo.com/2016/05​
/27/path-to-midway-tactical-loss-strategic-victory/#more-228.
26. USS Enterprise and USS Hornet needed refitting after the Doolittle
raid and could not get to the Coral Sea in time for the battle. https://​
stationhypo.com/2017/04/17/part-1-of-5-battle-of-coral-sea-what-was-the​
-rzp-campaign/#more-4865. Forrest R. Baird. “Breaking of Japanese 
Naval Codes: Pre-Pearl Harbor to Midway,” Cryptologia, Vol. 30, No. 2, 
April 2006, p 156.
27. RI Unit Post mission report, 23 May 1942. “Battle of Coral Sea – 
Post Radio Intelligence (COMINT) Mission Report” https://stationhypo​
.com/2019/05/04/radio-intelligence-unit-post-mission-of-battle-of-coral​
-sea/.
28. https://stationhypo.com/2017/04/21/part-5-of-5-battle-of-coral-sea-the​
-battle/#more-4922.
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Battle of Midway
“In the spring of 1942, Japanese intercepts began 

to make references to a pending operation in which 
the objective was designated as ‘AF.’ Rochefort and 
Captain Layton believed ‘AF’ might be Midway since 
they had seen ‘A’ designators assigned to locations 
in the Hawaiian Islands. Based on the information 
available, logic dictated that Midway would be the 
most probable place for the Japanese to make its next 
move. Nimitz, however, could not rely on educated 
guesses.”29 Besides by the end of April JN-25 intercepts 
also indicated interest in the Aleutians.30 SIGINT 
clearly pointed to a new Japanese offensive.

A disagreement between Hypo and OP-20-G in 
Washington developed over the Japanese objectives. 
“Washington said the [Japanese] move would be 
toward Fiji – Samoa – New Caledonia, while [Hypo 
analysts were] convinced that everything was pointing 
to Midway” (and the Aleutians as a feint). “Rochefort 
found solidly verifiable arguments that Midway was 
to be in early June; Washington still insisted that date 
was much too early.”31 On 26-27 May Hypo solved the 
date-time garble table “used to encipher dates inside 
the JN-25 system.” It indicated targets as the Aleutians 
– 3 June, Midway – 4 June, and Midway occupied – 7
June.32 This “finally gave Admiral Nimitz the exact
time… sequence for the various moves in the Aleutians 
– Midway Operation!”33

How to convince the doubters in Washington? 
Via submarine cable, which could not be intercepted, 
Honolulu sent a message to Midway instructing it 
to radio Pearl Harbor in the clear that the salt-water 
evaporators on the base had broken down. Two days 
later, on May 22, a Japanese message was intercepted 
that reported “AF” was running out of fresh drinking 
water. “That’s not how we found out Midway was the 
target, [though] it’s often interpreted that way,” Profes-
sor Craig Symonds clarifies. “We knew...or Rochefort 
knew, anyway. Rochefort did it to help convince Wash-
ington that he knew what he was talking about.”34

29. Patrick D. Weadon. How Cryptology enabled the United States to 
turn the tide in the Pacific War. NSA, Center for Cryptologic History.
30. Biard, “Breaking of Japanese Naval Codes,” p 156.
31. Biard, “AF is Midway,” https://stationhypo.com/2016/12/27/capt​
-biard-af-is-midway-part-4-of-4/#more-3063.
32. Biard, “Breaking of Japanese Naval Codes,” p 157.
33. Biard, “Breaking of Japanese Naval Codes,” p 153.
34. Craig L. Symonds, The Battle of Midway, Oxford University Press. 
2011, p 182-8. Symonds was a professor at the Naval War College and 
chairman of the History department at the Naval War College. Sarah 
Pruitt, “How Codebreakers Helped Secure US Victory in the Battle of
Midway,” https://www.history.com/news/battle-midway-codebreakers​
-allies-pacific-theater; Erik Dahl. Intelligence and Surprise Attack: Failure 
and Success from Pearl Harbor to 9/11 and Beyond, Washington, DC: 
Georgetown University Press, 2013, p 58-9.

On May 27 the Japanese Navy changed both its 
codebook and cipher. US Navy radio intelligence went 
deaf cryptanalytically and had to rely on HFDF and 
traffic analysis. However, one intercept in late May by 
FRUMEL indicated Japanese abandonment of naval 
attack on Port Moresby. This allowed Nimitz to recall 
Halsey’s carriers from Coral Sea on May 16.35 FRUMEL 
also compiled an order of battle for the IJN fleet being 
assembled.36

Nimitz had little room for error. His 3 aircraft 
carriers, 45 fighting ships, and 25 submarines were all 
that lay between Hawaii and the West Coast and the 
large Japanese Fleet that had yet to suffer a significant 
defeat. It appeared that Nimitz would have one shot at 
the enemy.37 SIGINT kept him well informed. He had 
a good idea of the composition of the Japanese forces; 
he knew of the plan to station a submarine cordon 
between Hawaii and Midway; and he knew about the 
planned seaplane reconnaissance of Oahu, which 
never took place because he prevented their refueling 
at French Frigate Shoals.”38 On 28 May, with no inter-
cepted IJN carrier transmissions, Hypo concluded 
they were at sea.39

On June 3 Japanese naval aircraft attacked Dutch 
Harbor in the Aleutians. This was followed by the 
occupation of the islands of Kiska and Attu on June 6 
and 7. The US Navy’s Task Force 8 sent to defend Alaska 
did not engage the Japanese.

On June 4 at 0604L a US Navy reconnaissance 
f light spotted two IJN carriers and “many planes 
heading Midway from 320 distant 150 miles.”40 USS 
Yorktown was one of three carriers with a RI unit 
aboard. “[I]ntercepts did confirm that the enemy fleet 
was in the area.” “Once radio silence was broken by the 
enemy the unit intercepted a literal deluge of enemy 
traffic…” The RI unit warned of imminent enemy air 

35. MacArthur suggested a deception to Nimitz of having US Navy 
ships simulate transmissions of a task force remaining in the Coral 
Sea area. Halsey’s task force returned to Pearl Harbor under radio 
silence. The US knew “…Japanese RI easily learned of carrier move-
ments in and out of Pearl harbor simply by monitoring air-ground 
radio chatter.” See Frederick D. Parker. A Priceless Advantage: US Navy 
Communications Intelligence and the Battles of Coral Sea, Midway, and 
the Aleutians. National Security Agency, United States Cryptologic 
History. Series IV, World War II, Vol. 5, 2017, p 48.
36. Prados, p 318.
37. Patrick D. Weadon. “The Battle of Midway: How Cryptology 
enabled the United States to turn the tide in the Pacific War.” NSA
brochure.
38. Henry F. Schorreck. Battle of Midway: 4-7 June 1942: The Role of 
COMINT in the Battle of Midway. Designated as SRH-230 in the U.S. 
National Archives, Washington, D.C. Text available at https://www​
.history.navy.mil/content/history/nhhc/research/library/online-reading​
-room/title-list-alphabetically/b/battle-midway-4-7-june-1942-srh-230​
.html.
39. Parker, p 53.
40. Parker, p 56.
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